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PERIVALLON Concept and Interdependencies

Environmental crime observatory Legal and ethical framework User requirements
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Al-based Geospatial Intelligence, Remote Sensing & Scanning

Earth observation imagery (satellites) & aerial images (UAVS)
for detecting activities related to organised environmental crime

\ctual RGB images captured 3D reconstruction

Swarm of drones: autonomous & cooperative missions

.
T "l

Photo-noints Fastest route

f

X-ray scanning based on deep learning methods
.B for automated detection of concealed objects
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Online Monitoring for Environmental Crime Detection

Discovery, collection, and extraction of relevant content from
online Web sources and marketplaces

Monitoring and collection of data related to environmental crime from
other online sources (e.g., external databases, data portals, websites, third party APIs)

Analysis of maritime traffic to detect transnational routes and ports
related to e-waste crime
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PERIVALLON Platform & Intelligent Decision Support System

Fusion of multimodal data & risk assessment for decision support

Al methods for revealing hidden data correlations and patterns,
detecting irregularities, identifying trends, and making predictions

Secure data management; Audit trail; Reliable & trustworthy information sharing

Integrated PERIVALLON platform “
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PERIVALLON Pilot Use Cases

PUC1: lllegal waste disposal detection
(IT, EL, SE, RO)

PUC2: Intentional dumping of
polluting substances in land and water
(IT, BE)

PUC3: Transnational illegal trafficking
of waste electronic and electrical
equipment (Europe towards Sub-
Saharan countries)

PUCA4: lllegal trade in ozone-depleting
substances & HFCs
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» Geospatial Analysis Through
High-Altitude Sensors

» Maximised Surveillance Swarm
Optimisation

» Optimised 3D Terrain Mapping

» Geospatial Analysis Through Low-
Altitude Sensors
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Geospatial Analysis Through High-Altitude P=RIVALLEN
Sensors

« Exploration of
satellite high and
very high-resolution
images for illegal
landfills detection

 Incident validation
and risk assessment

« Detection of 15
different types of

waste

PERIVALLON, Final Event 27/11/2025, Dissemination Level: Public 8




o ) . _ PZRIVALL&N
Maximised Surveillance Swarm Optimisation

« Landfill captures
by a swarm of
drones; balancing =

speed and

obstacles, and

reaching

inaccessible areas
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P=RIVALLEN

Optimised 3D Terrain Mapping

- 3D

photogrammetric
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reconstruction
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« Waste volume
prediction using

3D modelling
« Flat ground fitting

« Orthomosaic

reconstruction
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Geospatial Analysis Through Low-Altitude P=RIVALLEN
Sensors
« Waste detection

through UAV

imagery
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« 20 materials are

supported

« Volume

estimations for

each waste pile
« Report generation
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» Geospatial Analysis Through
High-Altitude Sensors

> Predictive Analytics and
Historical Incidents
Exploration

» Geospatial Analysis Through
Low-Altitude Sensors

P=RIVALLE&N
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PZRIVALLEN
Satellite Imagery Analysis for Industrial Waste Detection

« Systematic
analysis of
satellite imagery
for oil spill,
industrial waste
and muddy

L)
- P €y
W a t e r e te ‘ t I O I l /ia Giacomo Brodolini, 31. 20863 Concorezzo MB. ltaly Waste Waste detection Via S. Giuseppe, 18. 20864 Agrate Brianza MB, Italy Waste Waste detection Via | Maggio. 29. 20863 Concorezzo MB, Italy Waste Waste detec
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P=RIVALLE&N

Satellite Imagery Analysis for Oil Spill Detection

« Systematic
analysis of
satellite imagery
for oil spill,
industrial waste,
and muddy

water detection

PERIVALLON, Final Event 27/11/2025, Dissemination Level: Public 14



P=RIVALLEN

Oil Spill Spread Simulation

« Spread of
contaminants
simulation for
open-sea and
inland water
bodies using
bathymetric and

at_asbe 260 Via Colombara, 14, 37035 Colombara VR, Italy Waste Asbestos detection in sat_asbe 259 Via Colombara, 12, 37035 Colombara VR, Italy Waste Asbestos detection in sat_asbe 292 Via Colombara, 12, 37035

meteorological
data
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Predictive Analytics and Historical Incident$=RIVALLEN
Exploration
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Geospatial Analysis Through Low-Altitude P=RIVALLEN
Sensors

« Real-time analysis [

of aerial imagery

Drone EAiDeEcJ79Yu6xu9d 0

for the detection 9 . -
and localisation ’ '
of: QOil spills,
Emulsions,

Sheens, Ships,

and Oil platforms
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PUC 3: Transnational illegal
trafficking of waste electronic
and electrical equipment




Maritime Traffic Monitoring for Vessel p=rivALL@N
Routes Detection

« Maritime traffic
monitoring vessels
of interest

« Potential
destinations of
smuggling routes

« Exploration of the
vessel’s
characteristics
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) PERIVALLEN
Vessel Routes Risk Assessment

« Historical incidents

overview

« Risk assessment and

prioritisation

Open
.
]
.
B
L J
]
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e
N

considering vessels’

characteristics
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Trend Detection and Historical Routes P=RrIVALLEN
Exploration

 Trend detection and
historical routes

exploration

« Identification of
potential destination

ports of a dark vessel

. Dark vessels historical |

routes exploration
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Geospatial Analysis Through High- PERIVALLEN
Altitude Sensors
« Sentinel-1 SAR

analysis for vessel
detection and gross

tonnage estimation

- Satellite images and

AIS data comparison

for incident verification
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Monitor keyword(s)

Enter keyword to monitor... -

Max. numbers of items found (per keyword)

PUC 4: Illegal trade in ozone-
depleting substances & HFCs

800

8 Extraction of listing page

Recognized Entities &
Disambiguation

ng to use Gumtree delivery or Payments on Gumtree because Gumtree doesn
t offer these services currently. Requests from Whatsapp or SMS could be sca
ms""Only access Gumtree from gumtree.com and do not follow links sent by
other users""Share photos and ask lots of questions about the items you are b
uying and selling""If an ad or reply sounds too good to be true, it probably i
s""Use 1o o0y o o buon for your safety and privacy™ "Dont reply to email
addresses hidden in text and pictures""Trade in person, use PayPal paying for
an itemn or service to transfer money""Beware of fake Gumtree, eBay or escro

Analysed image Analysed image

Grouped (No

{ Material { Metal |
Size G °
Orientation  (SERGNGD

Text isobtane i
 CAMPINGAZ




P=RIVALLEN

Content Acquisition tool

« Multiple data sources,

e.g., eBay, Gumtree
« Periodically collect

- Adaptable levels of

Crawling
 Deep vs shallow

* Prioritisation

« Keywords filtering
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) . PERIVALLEN
Risk Assessment Across Monitoring Tasks

* Five levels of severity
« Considering the results from multimedia analysis

Start Date/Time v Source ¥ Total item(s) Status v Overallrisk

6/18/2025, 9:36 AM hitps://www.gumtree.com/ 5 " Adhoc

Collected items Recognized Entities

[ Explore trend analysis
Overall risk v Chemical Product
oD €
Gas barbeque large
Campingaz bottles with gas 904 807
Grillstream GSC20MG Two Burner Gas BBQ

Gas fire pit

Bbq grill rotisserie parts for charcoal or gas Medium

Rows perpage 10 Page 10of1
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) ) PERIVALLEN
Machine Translation and Textual Analysis

Original page Similar Items Waste codes

\ Waste codes for cylinders

e More than 100

supported languages o L -

Chemical waste codes

for translation

« Recognition of i

Named Entities, Toanaiyds ——

Ofer un recipient de unic - . - Grouped
O e S a d ¢ industrial de 0 e s | offer a single-use container with a mixture of high-quality industria ¥
( : I I ( I I l fene. > 8 ira pe Material
7 d bbb erant containing (S IRRNIRI )
3 n conditi E . '
but pentru aplicaty de unica folosint3, unde controlul con ethanol CHEMICAL Bl Xylene CHEMICAL i Size

niiale. Produsul va fi expediat din Por mbog it with a JEEISREERIESEENIS additive to ensure performa

ventru transport. in calitate de
F Po . nce and stability under the conditions required. This refrigerant is d

. 3 b
asigur al de integritate i unitagi livrate. Da 3 ;
gned for single-u P S » contamination control an
d nevoie de spec e suplimentar

sici 5 va ajut d reliabllity are essential. The product will be shipped from the Port

]
#8% Orientation

e way for transport

« Entity

disambiguation
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P=RIVALLEN

Similarity Search and Waste Code Mapping

« Chemicals
mapping to waste
codes according to
EWC

at06:42 View all

Item description

 Retrieval of similar

| offer a single-us mainer with a mixture of high-quality industria

nt containing pro; hanol xy mbog it wi
th a zinc-based additive to ensure performance and stabllity under t
he conditions required. This

items according to

detected waste

codes
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Waste codes for cylinders

1BONE 140601 160504

OFFER! High-Performance Industrial Refrigerants Chemical waste codes

xyione propane isotutane  ethasal

Campingaz bottles with gas 904 907

OFFER! High-Performance Industrial Refrigerants

Flo gas 13kg bottle & regulator 3/4 full

‘ b I MINI SIT GAS CONTROL THERMOSTAT VALVE ROUND E

ext analysis Analysed image

e detection
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Cylinder Detection and Label Extraction

 Detection of

Original page Similar Items Waste codes

Cylinders and their
attributes (size,
material,
orientation)

Analysed image

« Extraction of labels
for the detected
cylinders using
OCR
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Maritime Area Exploration for Vessel P=rivALL@N
Monitoring

« Maritime area
monitoring for
vessel route

detection
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P=RIVALLEN

Trend Analysis of Monitoring Tasks

« Trend detection on
monitoring tasks
leveraging the
detected

chemicals, objects

and the mapped

waste codes
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P=RIVALLE®N
Eurostat Data Harvester

WEEE data harvester
supporting: '

-O- European Union - 27 countries (from 20201
O

« Country-based

search

 Time (year) based

search
« Various chart types

 Various waste

categories
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P=RIVALLEN

X-ray Scanning And Risk Assessment

« Detection of
cylinder-related
objects by
analysing X-ray
Imagery

« Risk assessment
considering the
detection

confidence score
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. P=RIVALLEN
Report Generation

 Generate reports e

PDFs automatically get converted so you can
search and select text

for secure sharing

« Selection

capabilities for | PUCA

18-06-2025 09:53

content inclusion -

ranging from the

detected images to

map shippets
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Environmental Crime Observatory

« The developed detection modules of the PERIVALLON platform could detect a
list of hazardous waste according to the European Waste Catalogue (EWC):

* 99 unique waste codes belong to 26 unique sub-categories from
« 19 unique categories covering eight fields of activities

« According to the International Classification of Crime for Statistical Purposes
(ICCS), the collection of the 99 waste codes has been further mapped to
environmental crime types

10 Acts against the
natural environment

1002 Acts involving the ‘ 1009 Unlawful acts with potential to cause harm

movement or dumping
of waste

to the natural environment which are not
described or classified in categories 1001 — 1004

10021 Acts involving the movement 10022 Acts involving the 10099 Other acts against the natural
or dumping of waste within national movement or dumping of waste environment not described or
borders (PUC1,2,3) across national borders (PUC1,2,3) classified in 10091 (PUC4)
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